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DETAILED ACTION 
Response to Amendment 

1 . This application was filed on 5/24/2000; Final action was mailed on 1/26/05; 
abandoned on 8/1 1/05; and revived on 6/12/07. Claims 26 - 50 are pending. Claims 
26, 28, 29, 37, 40, 46 have been amended. Claims 48 - 50 are new. Independent 
claims are 26, 37, 46. 

Drawings 

2. New corrected drawings in compliance with 37 CFR 1 .121(d) are required in this 
application because the informal drawings are not of sufficient quality. Applicant is 
advised to employ the services of a competent patent draftsperson outside the Office, 
as the U.S. Patent and Trademark Office no longer prepares new drawings. The 
corrected drawings are required in reply to the Office action to avoid abandonment of 
the application. The requirement for corrected drawings will not be held in abeyance. 

Response to Arguments 

3. Applicant's arguments filed 3/30/2008 have been fully considered but they are 
moot based on new grounds of rejection. 

3.1 The 112 rejection in the previous Office Action has been withdrawn. 

3.2 Applicant argues that the referenced prior art does not disclose, "both the 
biometric and the code are used together and where the code is used to obtain a 
selection of the biometric". (Remarks Page 11) 
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Freedman discloses that a selection of the biometric information is made. 
Biometric information can be fingerprint, retinal scan, and voice prints. (Freedman col 
11, II 44-65: biometric information provided by individual is related to parameters 
selected; selects left ring finger, right thumb , and right index finger; biometric input 
means used to collect biometric information which are entered in a predetermined order; 
(biometric information input by user)) 

3.3 Applicant argues that the referenced prior art does not disclose the usage of other 
fingerprint biometric information, only fingerprints are utilized. (Remarks Page 12) 

Freedman discloses the usage of fingerprints from multiple fingers in addition to 
biometric information from other human body parts such as retinal scans and voice 
prints. (Freedman col 9, II 53-55: fingerprints, palm prints, voice samples, retinal scans) 

3.4 Applicant argues that the referenced prior art does not disclose, ratios in a 
biometric scan. (Remarks Page 13) 

The cited sections in Takhar disclose ridge to valley ratios in the analysis of a 
biometric fingerprint. (Takhar col 26, II 15-14: self regulating technique for normalizing 
ridge to valley ratios; col 26, II 18-19: cross section of scan produces the most even 
spacing of ridge to valley ratios) 

C/a/m Rejections - 35 USC §112 
4. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a w/ritten description of the invention, and of the manner and process of 
making and lising it, in such fiill, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
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set forth the best mode conteiiipiated by the inventor of carrying out his invention. 

5. Claim 26 and 28 is rejected under 35 U.S.C. 112, first paragrapii, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the !nventor(s), at the time the application was filed, 
had possession of the claimed invention. There is no disclosure for the limitation of 
claim 26, "wherein the value identifies a portion of the scanned human body part among 
the whole scanned human body part". There is no disclosure of the terms, "portion" or 
"whole" within the specification or the original claims. 

There is no disclosure for the limitation of claim 28, "the received value identifies a 
feature of the fingerprint to be used by the encryption". The term, "feature", does not 
exist in the specification or the original claims. Appropriate correction required. 


Ciaim Rejections • 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the phor art 
are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which the subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

7. Claims 26 - 31, 33 - 39, 41 - 50 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bjorn (U.S. Patent No. 6,035,398) in view of Freedmao et a!. (US 


Patent No. 6,259,805) 
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Regarding Claims 26, 37, Bjorn discloses a nnetliod of accessing files on a computer, 
comprising: 

a) scanning a human body part to obtain information of the human body part that is 
indicative of at least one characteristic of the human body part; (Bjorn col 1 , II 39- 
42; col 3, II 26-30; col 4, II 4-7: generate biometric information utilized for user 
authentication, characteristic of human body part (fingerprint)) 

c) based on both the information indicative of the body part, and also on the value , 
using the computer for obtaining a cryptographic key , by using only the portion of 
the scanned human body part identified by the received value to carry out at 
least a portion of the obtaining, and wherein the cryptographic key is used to 
enable a cryptographic operation which includes at least one of encryption or 
decryption of at least one file, on the computer; and 
using the cryptographic key to carry out at least one of encryption and/or 
decryption of at least one file on the computer. (Bjorn col 3, II 32-34; col 4, II 17- 
19; col 7, II 32-34: generation of cryptographic key utilizing biometric features; col 
4, II 30-46: generated key(s) utilized for encryption/decryption) 

Bjorn does not explicitly disclose whereby receiving information indicative of a value 
known to the user, the value identifies a portion of the scanned human body part 
among the whole scanned human body part. 
However, Freedman discloses: 

b) receiving information indicative of a value known to the user, wherein the value 
has been entered by a user into the compute r, and wherein the value identifies a 
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portion of the scanned human body part among the whole scanned human body 
part : (Freedman col 1 1 , 11 44-65: biometric information provided by individual is 
related to parameters selected; selects left ring finger, right thumb , and right 
index finger; biometric input means used to collect biometric information which 
are entered in a predetermined order; (biometric information input by user)) 
Specification discloses selection of multiple body parts in a precise order. 
(Specification Page 3, Lines 8-1 2) There no disclosure of a parameter that 
identifies a portion of a scanned human body part. 

It would have been obvious to one of ordinary skill in the art to modify Bjorn for 
a value that Identifies a scanned human body part as taught by Freedman. One of 
ordinary skill in the art would have been motivated to employ the teachings of 
Freedman in order to reduce the time and expense of registration for authorized 
users, and to reduce the change of deriving a biometric template from poor biometric 
information. (Freedman col 4, II 35-37: ... For example, registration of authorized 
users requires little time and expense. The chance of deriving a biometric template 
from poor biometric information is greatly reduced. ... ") 

Regarding Claims 27, 38, Bjorn discloses a method as in claims 26, 37, wherein the 
scanning produces information which represents sufficient information about the human 
body part to render the information unique relative to other scanning of other body parts. 
(Bjorn col 3, II 36-43: fingerprint information unique to fingerprint, comparison utilized for 
verification, (fingerprint uniqueness well known in the art)) 
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Regarding Claim 28, Bjorn discloses a nnetliod as in claim 27, wherein the scanning 
comprises scanning a fingerprint to obtain information indicative of the fingerprint , and 

the received value identifies a feature of the fingerprint to be used by the encryption . 
(Bjorn col 1 , II 39-42; col 4, II 4-7; col 3, II 7-1 1 : scan fingerprint utilizing sensor device) 

There is no disclosure for this limitation: the received value identifies a feature of the 
fingerprint to be used by the encryption. 

Regarding Claim 30, Bjorn discloses a method as in claim 27, wherein the human body 
part is scanned to produce digital information that is indicative of an analog image, and 
further comprising converting aspects of the analog image into digital information 
indicative of the cryptographic key. (Bjorn col 1, II 52-55: fingerprint image (analog 
image); col 3, II 32-34; col 4, II 17-19; col 7, II 32-34: image converted into cryptographic 
key) 

Regarding Claims 31, 41, Bjorn discloses a method as in claims 26, 37, wherein the 
forming a cryptographic key comprises first forming a first part of the cryptographic key 
using a first portion of the biometric information, subsequently and separately forming 
another part of the cryptographic key using another portion of the biometric information, 
and using both the one portion and the another portion of the biometric information 
together to form the cryptographic key. (Bjorn col 4, II 13-24: cryptographic key 
generated utilizing some or all of biometric features information) 
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Regarding Claim 33, Bjorn discloses a nnetliod as in claim 31, wherein the forming 
comprises 

a) obtaining the first part of the cryptographic key from the one portion of the 
biometric scan, (Bjorn col 4, II 13-24: utilizing some or all of biometric features 
(curvature, ridge distance, etc.) for cryptographic key generation) and 

b) obtaining the another part of the cryptographic key from the another portion 
within the same biometric scan as the first portion, wherein the another portion is 
a different portion of the image than a first portion of image in which the one 
portion of the biometric scan is obtained. (Bjorn col 4, II 13-24: utilize different 
portions (curvature, ridge distance, etc.) of fingerprint image for cryptographic 
key generation) 

Regarding Claim 34, Bjorn discloses a method as in claim 31, wherein the forming 
comprises obtaining the first part of the cryptographic key from the one portion of the 
biometric scan, and getting the another part of the cryptographic key from the another 
portion within a different biometric scan from that scan that provides the first portion, 
wherein the another portion is based on a different image than a first image from which 
the one portion of the biometric scan is obtained. (Bjorn col 4, II 13-24; col 4, II 4-7: 
utilizing some or all of biometric features (curvature, ridge distance, etc.) information to 
generate cryptographic key; different biometric scans (fingerprint scans, different 
fingers)) 


Application/Control Number: 09/577,449 
Art Unit: 2154 


Page 9 


Regarding Claims 35, 44, Bjorn discloses a nnetliod as in claims 34, 43, wherein the 
different biometric scan is a scan of a different body part than the part that provides the 
one portion. (Bjorn col 4, II 4-7: different biometric body part, scan different finger 
(different body part, see specification page 7)) 

Regarding Claim 36, Bjorn discloses a method as in claim 26. (Bjorn col 3, II 32-34; 
col 4, 1! 17-19; co! 7, II 32-34; col 4, W 30-46: generation of encryption/decryption key 
using biometric features) Bjorn does not explicitly disclose a retinal scan. However, 
Freedman discloses wherein the biometric scan includes a retinal scan. (Freedman col 
9, 11 25-26; col 9, 11 51-55: retina! scan) 

It would have been obvious to one of ordinary skill in the art to modify Bjorn where 
the biometric scan includes a retinal scan as taught by Freedman. One of ordinary skill 
in the art would have been motivated to employ the teachings of Freedman in order to 
reduce the time and expense of registration for authorized users, and to reduce the 
change of deriving a biometric template from poor biometric information. (Freedman 
col 4, II 35-37 

Regarding Claim 39, Bjorn discloses a system as in claim 38, wherein the first 
scanning part includes a fingerprint scanner. (Bjorn col 3, II 7-1 1 : fingerprint sensor 
(scanner)) 
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Regarding Claim 42, Bjorn discloses a system as in claim 41, wherein the routine 
forms the first portion and the different portion of the image than a first portion of image 
in which the one portion of the biometric scan is obtained. (Bjorn col 4, II 13-24: different 
portions of image (curvature, ridge distance, etc.) utilized for cryptographic key 
generation) 

Regarding Claim 43, Bjorn discloses a system as in claim 41, wherein the routine 
forms the first portion and the another portion from different biometric scans, wherein 
the another portion is based on a different image than a first image from which the one 
portion of the biometric scan is obtained. (Bjorn col 4, II 13-24: different portions of 
image (curvature, ridge distance, etc.) utilized for cryptographic key generation; col 4, II 
4-7: different biometric body part, scan a different finger (specification page 7)) 

Regarding Claims 45, 47, Bjorn discloses a method as in claims 27, 46, wherein the 
scanning comprises scanning a fingerprint to obtain information indicative of the 
fingerprint. (Bjorn col 1 , II 39-42; col 4, II 4-7; col 3, II 7-1 1 : scan fingerprint utilizing 
sensor device) 

Regarding Claim 46, Bjorn discloses a method, comprising: 

a) scanning a human body part to obtain first information therefrom that uniquely 
represents the scanned body part; (Bjorn col 3, II 7-1 1 ; col 4, II 4-7: obtain 
fingerprint image, unique representation of body part) 
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c) forming tliird information from one portion of tlie first information , the one portion 
being along a different reference that the first information , and forming fourth 
information from another portion of the first information , the another portion being 
along a different reference than the first information : (Bjorn col 4, II 13-20: 
portions of biometric information utilized to generate cryptographic key) 

d) obtaining a cryptographic key based on all of the second information, the third 
information, and the fourth information; (Bjorn col 3, II 32-34; col 4, II 17-19; col 
7, II 32-34: generation of cryptographic key utilizing biometric features (some or 
all of features)) and 

e) using the cryptographic key to carry out one of an encryption of information or a 
decryption of information on a computer. (Bjorn col 4, II 30-46: keys utilized for 
encryption/decryption) 

Bjorn does not explicitly disclose whereby receiving second information indicative of 
a value known to the user. 
However, Freedman discloses: 

b) receiving second information indicative of a value known to the user; (Freedman 
col 11, II 44-65: biometric information provided by individual is related to 
parameters selected; selects left ring finger, right thumb , and right index finger; 
biometric input means used to collect biometric information which are entered in 
a predetermined order; (biometric information input by user)) 

Specification discloses selection of multiple body parts in a precise order. 

(Specification Page 3, Lines 8-1 2) There no disclosure of a parameter that 
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identifies a portion of a scanned human body part. 

It would iiave been obvious to one of ordinary skill in the art to modify Bjorn for 
receiving second information indicative of a value known to the user as taught by 
Freedman. One of ordinary skill in the art would have been motivated to employ the 
teachings of Freedman in order to reduce the time and expense of registration for 
authorized users, and to reduce the change of deriving a biometric template from 
poor biometric information. (Freedman col 4, II 35-37) 


Regarding Claim 48, Bjorn discloses a method as in claim 46 and wherein the 
obtaining a cryptographic key comprises using the only a portion as a reference. (Bjorn 
col 3, II 32-34; col 4, II 17-19; col 7, 11 32-34; col 4, 11 30-46: generation of 
encryption/decryption key using biometric features) Bjorn does not explicitly disclose 
using the value to identify only a portion of the scanned human body part. However, 
Freedman discloses wherein further comprising using the value to identify only a portion 
of the scanned human body part. (Freedman col 1 1 , II 44-65: biometric information 
provided by individual is related to parameters selected; selects left ring finger, right 
thumb , and right index finger; biometric input means used to collect biometric 
information which are entered in a predetermined order; (biometric information input by 
user)) 

There no disclosure of a parameter that identifies a portion of a scanned human body 
part. 

It would have been obvious to one of ordinary skill in the art to modify Bjorn for 


Application/Control Number: 09/577,449 Page 13 

Art Unit: 2154 

determining an average of values within the scanned body part and whether the values 
are greater than or less than the average as taught by Freedman. One of ordinary skill 
in the art would have been motivated to employ the teachings of Freedman in order to 
reduce the time and expense of registration for authorized users, and to reduce the 
change of deriving a biometric template from poor biometric information. (Freedman 
col 4, II 35-37) 

Regarding Ciaim 49, Bjorn discloses a method as in claim 26. (Bjorn col 3, II 32-34; 
col 4, II 17-19; col 7, II 32-34; col 4, II 30-46: generation of encryption/decryption key 
using biometric features) Bjorn does not explicitly disclose determining an average of 
values within the scanned body part and whether the values are greater than or less 
than the average. However, Freedman discloses wherein the using comprises 
determining an average of values within the scanned body part, and wherein the 
obtaining a cryptographic key operates based on whether the values are greater than or 
less than the average. (Freedman col 7, II 5-13: scores for each characterized image, 
as template are averaged; score(s) are compared (greater than or less than) with a 
threshold (average, calculate parameter)) 

It would have been obvious to one of ordinary skill in the art to modify Bjorn for 
determining an average of values within the scanned body part and whether the values 
are greater than or less than the average as taught by Freedman. One of ordinary skill 
in the art would have been motivated to employ the teachings of Freedman in order to 
reduce the time and expense of registration for authorized users, and to reduce the 
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change of deriving a biometric template from poor biometric information. (Freedman 
coi 4, i! 35-37) 


Regarding Claim 50, Bjorn discloses a system as in claim 37 and the running a routine 
obtains a cryptographic key. (Bjorn col 3, II 32-34; co! 4, 11 17-19; col 7, 1! 32-34; col 4, II 
30-46: generation of encryption/decryption key using biometric features) Bjorn does 
not explicitly disclose information indicative of characteristics of the human body part 
and whether the values are greater than or less than the average. However, Freedman 
discloses wherein the computer runs a routine that obtains information indicative of 
characteristics of the human body part and whether the values are greater than or less 
than the average. (Freedman col 7, II 5-13: scores for each characterized image, as 
template are averaged; score(s) are compared with a threshold (average, calculate 
parameter)) 

It would have been obvious to one of ordinary skill in the art to modify Bjorn for 
information indicative of characteristics of the human body part and whether the values 
are greater than or less than the average as taught by Freedman. One of ordinary skill 
in the art would have been motivated to employ the teachings of Freedman in order to 
reduce the time and expense of registration for authorized users, and to reduce the 
change of deriving a biometric template from poor biometric information. (Freedman 
col 4, II 35-37) 
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8. Claims 32, 40 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bjorn-Freedman and further in view of Takhar (U.S. Patent No. 6,002,787). 

Regarding Claim 32, Bjorn discloses a method as in claim 27, wherein the forming 
uses the biometric information for a biometric authentication system. (Bjorn col 3, II 32- 
34; col 4, II 17-19; col 7, II 32-34: biometric features utilized for cryptographic key 
generation) Bjorn does not explicitly disclose whereby forming uses the biometric 
information to form information that is independent of any absolute dimensions in an 
image representing the biometric information. However, Takhar discloses wherein 
forming uses the biometric information to form information that is independent of any 
absolute dimensions in an image representing the biometric information. (Takhar col 
26, II 7-24; col 26, II 38-41 : ratios utilized for biometric parameter generation) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Bjorn-Hillhouse without determining absolute dimensions 
e.g. Ratios as taught in Takhar. One would have been motivated to utilize relationship 
e.g. Ratios between those parts in order to analyze fingerprint information, so that the 
obtained information be translated into the cryptographic key to allow access with 
accurate verification and to optimize cryptographic key generation. (Takhar col 1 , II 46- 
53) 

Regarding Claim 40, Bjorn discloses a system as in claim 38, wherein the routine 
forms the cryptographic key by identifying a reference on the fingerprint, and using 
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location of features on tlie fingerprint to tlie reference to obtain tlie biometric 
information. (Bjorn col 3, II 32-34; col 4, II 17-19; col 7, II 32-34: biometric features 
utilized for cryptographic key generation) Bjorn does not explicitly disclose whereby a 
reference on the fingerprint, and using features relative to the reference to obtain the 
biometric information. However, Takhar discloses wherein a reference on the 
fingerprint, and using features on the fingerprint relative to the reference to obtain the 
biometric information (Takhar col 26, II 7-24; col 26, II 38-41: ratios (relative information) 
utilized for biometric parameter generation) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Bjorn-Hillhouse without determining absolute dimensions 
e.g. Ratios as taught in Takhar. One would have been motivated to utilize relationship 
e.g. Ratios between those parts in order to analyze fingerprint information, so that the 
obtained information be translated into the cryptographic key to allow access with 
accurate verification and to optimize cryptographic key generation. (Takhar col 1 , II 46- 
53) 

9. Claim 29 is rejected under 35 U.S.C. 103(a) as being unpatentable over BJom- 
Freedman and further in view of Hanna et at. (U.S. Patent No. 6,714,665). 

Regarding Claim 29, Bjorn discloses a method as in claim 28, wherein the forming a 
cryptographic key comprises identifying a reference on the fingerprint, and using the 

received value to identify information within the fingerprint to obtain the biometric 
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information. (Bjorn col 3, II 32-34; col 4, II 17-19; col 7, II 32-34: generate cryptographic 
key from biometric information; col 4, II 13-24: utilize locations on fingerprint in 
cryptographic key generation) Bjorn does not explicitly disclose a specified angle 
relative to a reference line. However, Hanna discloses wherein a specified angle 
relative to a reference line . (Henna col 36, II 5-9: reference line is with reference to an 
upright orientation; reference line used in angle analysis; col 49, II 43-50: biometric 
analysis; iris recognition) 

It would have been obvious to one of ordinary skill in the art to modify Bjorn for a 
specified angle relative to a reference line as taught by Hanna. One of ordinary skill in 
the art would have been motivated to employ the teachings of Hanna in order to identify 
objects or individuals using a method that is both fast and accurate.. (Hanna col 1 , II 
51-53: "... This need makes clear that there exists a more genera! problem of 
identifying objects or individuals In a passive way that Is both fast and accurate. ... ') 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KYUNG H. SHIN whose telephone number is (571) 272- 
3920. The examiner can normally be reached on 9:30 am - 6 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nathan J. FLYNN can be reached on (571) 272-1915. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Kyung Hye Shin 
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